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CISSP 

Co-Founder & VP 
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15+ Years Information 

Security Experience 
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VP Technology 
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Citadel Information Group: What We Do 
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Deliver Information Peace of Mind ®   
to Business and the Not-for-Profit Community 

Cyber Security Management Services 

Information Security Leadership 

Information Security Management Consulting  

Assessments & Reviews … Executive Management …Technical Management 

From the Firewall to the Boardroom 
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The number one thing at the Board level and CEO level is to take 
cybersecurity as seriously as you take business operations and 
financial operations. It’s not good enough to go to your CIO and 
say “are we good to go.” You’ve got to be able to ask questions 

and understand the answers. 
 

Major Gen Brett Williams, U.S. Air Force (Ret) 
This Week with George Stephanopoulos, December 2014 



CyberCrime in the News 
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Cybercrime’s Greatest Impact is on Small 
& Medium Sized Businesses 

 30% of victims have 
fewer than 250 
employees 

 60% of small-
business victims are 
out of business 
within 6 months 

 80% of these 
breaches preventable 
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The Bottom Line: Cyber Security Management 
Is Now An Executive Management Necessity 

 Customer Information 

 Intellectual Property  

 Credit Cards and PCI Compliance 

 Government Regulation 

 Breach Disclosure Laws 

 

 On-Line Bank Fraud & Embezzlement 

 Theft of Trade Secrets & Other Intellectual Property 

 Loss of Other Peoples Information 

 Critical Information Becomes Unavailable 

 Systems Used for Illegal Purposes 

 Fines and Attorney Costs  
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People 

Technology 

Management 

Why Are We so Vulnerable?  8 



Cyber Security Need vs. Reality 
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http://www.citibank.

com.us.welcome.c.tr

ack.bridge.metrics.po

rtal.jps.signon.online.

sessionid.ssl.secure.

gkkvnxs62qufdtl83ldz

.udaql9ime4bn1siact

3f.uwu2e4phxrm31jy

mlgaz.9rjfkbl26xnjskx

ltu5o.aq7tr61oy0cmbi

0snacj.4yqvgfy5geuu

xeefcoe7.paroquian

sdores.org/ 

Users Unwittingly Open the Door to 
Cybercrime 
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Cybercriminals Take Over Websites to 
Infect User Computers with Malware 
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Cybercriminals Take Over Ad Servers to 
Infect User Computers with Malware 
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We Have Met the Enemy and He is Us. 
Walt Kelly. Pogo, 1969 

 Fall for Phishing Attacks 

 Click on Email Links 

 Open Email Attachments 

 Use Weak Passwords 

 Use Same Passwords on 
Multiple Accounts 

 Send Personally Identifiable 
Information (PII) 
Unencrypted 

 Send Emails to Wrong 
Recipient 

 Lose Laptops 
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Technology Solutions Are Inadequate to 
Challenge 

http://krebsonsecurity.com/2012/06/a-closer-look-recent-email-based-malware-attacks/ 
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Malware Takes Advantage of Flaws — 
Vulnerabilities — in the Programs We Use 
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Management Fails to Set Security 
Standards for IT Network 
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Senior 
Management 

IT Head 

That’s great 

Bob. We’re all 

counting on 

you. 

You’re 

keeping us 

secure now 

aren’t you? 

Yes sir. 

Everything’s 

fine. 

Yes sir. 

Everything’s 

fine. 

Hi Bob. 

Things 

good? 

I appreciate 

that sir. 

Know how to ask questions … and understand answers 



Management Fails to Properly Fund IT 
Network Security 
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Senior 
Management 

IT Head 

I understand. 

But you know 

how tight 

budgets are. 

You’re 

keeping us 

secure now 

aren’t you? 

Yes sir. 

Everything’s 

fine. 

We need a 

BYOD 

Solution. 

Hi Bob. 

Things 

good? 

I do. Yes sir. 

Know how to ask questions … and understand answers 



The Strategic Landscape 

Meeting the Cybercrime Challenge 18 

Distrust and caution are 
the parents of security. 
 
Benjamin Franklin 



Manage the Security of Information as 
Seriously as Operations and Finance 

Implement Formal Information Security Management System 
1. Information Security Manager / Chief Information 

Security Officer 
a. C-Suite and Board Access 
b. Does Not Report to CIO or Technology Director 
c. Supported by Cross-Functional Leadership Team 
d. Supported with Subject-Matter Expertise 

2. Implement formal risk-driven information security 
policies and standards  

3. Identify, document and control sensitive information  
4. Train and educate personnel 
5. Manage IT Infrastructure from an “information security 

point of view” 
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The number one thing at the Board level and CEO level is to take 
cybersecurity as seriously as you take business operations and 
financial operations. It’s not good enough to go to your CIO and 
say “are we good to go.” You’ve got to be able to ask questions 

and understand the answers. 
 

Major Gen Brett Williams, U.S. Air Force (Ret) 
This Week with George Stephanopoulos, December 2014 
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